
IT Security Awareness Bulletin 

Security is EVERYONE’S responsibility! IT needs your help in an effort to protect GCSD 

from cyber threats.  Help us to serve you better. 

We are asking you to be part of the human firewall/ to be naturally suspicious of any odd 

or strange requests/ to be vigilant regarding phishing scams.  You are the human firewall. 

Do not let them in.  When in doubt, do not click! 

Please review and adhere to the following guidelines: 

1. Schools are huge targets

A phishing scam relies on a staff member being tricked into replying or clicking on a link in 

a bogus email or text message to spread malware, steal credentials, or worse. Cybercriminals 

have used teacher emails to apply for fraudulent loans, steal identities, and infect entire 

networks, crashing them completely.  

 Be wary of emails from peers asking for unusual information or emails written very

poorly.

 Also double-check the full email address of the sender.

 When possible preview the email before opening.

 Do not click on suspicious links

 If you are suspicious of an email please DO NOT FORWARD



 

 
 

2. Prevention 

 

 You can usually detect a phishing email scam by reading the sender’s address. For example, 

the California Student Aid Commission’s website URL www.csac.ca.gov might show as 

www.csac.ca.com, and most of us would be none the wiser. Vigilance is key.        

 To be on the safe side, ask students to send a separate email to the authority in question 

and to never click on links in COVID-19-themed emails.  



 If you receive an email from a well-known financial institution that may seem fraudulent, 

do not reply, click on a link or use any contact info in that email. Look up the number on 

the main institution website (e.g. IRS.GOV) 

 

 

3. Know the terms and conditions 

When you join a website, sign up for a social media account, download an app–or even use 

an app you already own–be aware of the terms and conditions you agree to by downloading 

and/or using that app. An app you use to scan your face, for example, could share that data 

combined with name, browsing history, contact information, and more to represent a 

significant security risk for you in the future. 

4. Don’t share personal information 

This one is fairly obvious but it bears repeating: Don’t share personal information. DO NOT 

share passwords! If you get a call from what you believe to be a fellow employee and they 

ask for your password, please politely refuse. It doesn’t take much of an information breach–

an email address with a weak password or your full name and address–to enable someone 

willing to use a little deductive reasoning and internet search skills to create a threat to your 

identity, financial security, and more. This includes emails that ask you to input your 

password. 



 

5. Protect Your Sensitive Personal Identifiable Information (PII)  

Personal Identifiable Information (PII) is any information that can be used by a cybercriminal 

to identify or locate an individual. PII includes information such as: 

 address,  

 phone numbers,  

 data of birth,  

 Social Security Number,  

 IP address,  

 location details,  

 or any other physical or digital identity data.  

In the new “always-on” world of social media, you should be very cautious about the 

information you include online. It is recommended that you only show the very minimum 

about yourself on social media. Consider reviewing your privacy settings across all your 

social media accounts, particularly Facebook. Adding your home address, birthdate, or any 

other PII information will dramatically increase your risk of a security breach. Hackers use 

this information to their advantage! 



 

 

6.  Use Your Mobile Devices Securely  

According to McAfee Labs, your mobile device is now a target to more than 1.5 million new 

incidents of mobile malware. Here are some quick tips for mobile device security: 

1. Create a Difficult Mobile Passcode – Not Your Birthdate or Bank PIN 

2. Install Apps from Trusted Sources 



3. Keep Your Device Updated – Hackers Use Vulnerabilities in Unpatched Older Operating 

Systems 

4. Avoid sending PII or sensitive information over text message or email 

5. Leverage Find my iPhone or the Android Device Manager to prevent loss or theft 

6. Perform regular mobile backups using iCloud or Enabling Backup & Sync from Android 

SMS phishing example known a “smishing” 

 

7. Backup Your Data Regularly  

Backing up your data regularly to the cloud is an overlooked step in personal online security. 

Essentially, keep copies of your data on two different types of media (local and external hard 

drive) and one copy in an off-site location (cloud storage). 

If you become a victim of ransomware or malware, the only way to restore your data is to erase 

your systems and restore with a recently performed backup. 

Also purge data and emails that are no longer needed and focus on emails that should be retained 

that are critical in the above manner. 

8.  Don’t Use Public Wi-Fi  

If possible try to avoid public Wi-Fi. But if you must - Don’t use a public Wi-Fi without using a 

Virtual Private Network (VPN). By using VPN software, the traffic between your device and the 

VPN server is encrypted. This means it’s much more difficult for a cybercriminal to obtain 

access to your data on your device. Use your cell network if you don’t have a VPN when 

security is important. 

9.  Review Your Online Accounts & Credit Reports Regularly for Changes  

With the recent Equifax breach, it’s more important than ever for consumers to safeguard their 

online accounts and monitor their credit reports. A credit freeze is the most effective way for you 

to protect your personal credit information from cyber criminals right now. Essentially, it allows 

you to lock your credit and use a personal identification number (PIN) that only you will know. 

You can then use this PIN when you need to apply for credit. 

 

https://www.apple.com/icloud/find-my-iphone.html
https://support.google.com/accounts/answer/6160491?hl=en
https://cybernews.com/best-vpn/nordvpn-review/
http://blog.cipher.com/equifax-data-breach-how-to-protect-yourself-your-business


10.  Don’t click suspicious links 

 

There are many emails that will attempt to fake being real correspondence and will ask you to 

click on a link and most often, they will add a sense of urgency. When in doubt, do not open the 

link. 

 

 

11.  Don’t post pictures of your location on social media until 2 weeks after you return home. 

12.  Use a strong password (15 characters with special symbols/characters) and always edit my 

privacy settings on websites and apps 

 For accounts that require a login. 

LOG OUT! 

Do not select “remember/save password for this site” 

Do not allow pop-ups on your devices all the time 

 



13.  To better secure your router at home, change the name of your router.  

This allows the router’s name to be more unique and more difficult to identify to whom it 

belongs (especially when the router name pops up in one’s wireless search for a wi-fi 

connection). Also, use a password manager on your phone or device to ensure a secure password. 

14.  Please remember to keep your computer safe and lock your screen when you step 

away.  

 Use a VPN when possible. A virtual private network is a great way to protect your 

information whether on your home network or, or on a public network. 

 Don’t use the public Wi-Fi … a great way for ne’er do wells to steal your information. 

 Require a password/pin for all your devices. This seems simple and it is! 

 And on that note – Don’t leave your password out on your desk.  

 Change your passwords often and make sure the passwords are strong! We all know the 

joke about how your password should never be Password. Use special characters, letters, 

capital letters, and numbers to create unique passwords. 

 Use different passwords for all your devices. 

 Use your fingerprint to lock your phone.  

 Don’t leave computer unlocked 

 Be especially wary of poor grammar in emails/ website links that are incorrect, 

misspelled 

 Do not share your password 

 Do not forward emails you think are suspicious. Please call IT 

 Be vigilant about leaving the camera “on” on your computer 

 Do not leave your computer/ phone in your vehicle unattended 

 USB devices should not be plugged into Computers without prior approval by IT 

 Never let anyone use your computer unless it is IT 

15.  Think before you click: 

This is a quite simple but important tip or advice that can be given to a student who is spending 

time online. This will give them a second chance to double check about what they are going to 

click and know if it is necessary or safe to do so. 

Never click on suspicious links that are sent by strangers and do not reply to messages from 

unknown sources. 

16.  Stick to your provided tech. 

You should really use the tech provided by your school or district. Your personal devices might 

not have the same level of encryption that your work laptop does, and this could leave you 

vulnerable to a cyber-attack. 

 



17.  Listen to your IT team. 

Your IT team is a great line of defense against cyber criminals. If you find yourself in need of 

advice—like verifying a resource or identifying a phishing scam—check in with your IT team 

personnel. Keep up to date with tech protocols and privacy compliance standards set by your 

school and district. 

 

 

 

 




